ANTI CYBER THREATS
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UNCOVERING THE WORLD'S MOST SOPHISTICATED CYBER THREATS
CYBERTINEL. SIGNATURE-LESS ENDPOINT SECURITY PLATFORM

www.CYBERTINEL.com



CYBERTINEL - Technology and Company

APT’s and Zero day attack solution
Company founded in 2012 after 4 years of research

First commercial version launched in Q4 2012

The solution is actively defending hundreds of thousands endpoints worldwide
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CYBERTINEL - Anti Cyber Threat Infrastructure

System Schematic

Endpoints Installed with

CYBERTINEL Central CYBERTINEL Agent
Analysis Server

Auto Deployment > i i

. i
DATA Collection i i i
s 1 i

On-going Monitoring

. i
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CYBERTINEL - Anti Cyber Threat Infrastructure

Endpoint Agent

Initial system scan and analysis
Scheduled monitoring

Real time monitoring
and detection and detection

Autoruns analysis Memory activity
Registry analysis Network activity

USB devices analysis

Real time Reporting Module
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CYBERTINEL - Anti Cyber Threat Infrastructure

CYBERTINEL Central Analysis Server - 5 powerful engines working in parallel

Static Dynamic
Code Code
Analysis Analysis

Behavior Mathematical
Analysis Analysis

Analytical Core
Analysis
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CYBERTINEL - Anti Cyber Threat Infrastructure

Static Code Analysis Engine

Removes attack protection mechanisms

Extracts embedded object \
Static Dynamic

Extracts sensitive information Code Code
Analysis Analysis

Inspects and scores file structure

Behavior Mathematical

Analysis Analysis

Analytical Core
Analysis
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CYBERTINEL - Anti Cyber Threat Infrastructure

Dynamic Code Analysis Engine
Debugs in a controlled environment

Overcomes anti-vm and anti-sandbox

/ techniques

Generates profile based on the
capabilities
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CYBERTINEL - Anti Cyber Threat Infrastructure

Static Dynamic
Code Code
Analysis Analysis

Behavioral Analysis Engine Behavior Mathematical
Analysis Analysis

Monitor Any Process / command

Analytical Core
Analysis

Track down network activity

Detect suspicious disk activities

Monitor any device ever connected to the endpoint
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CYBERTINEL - Anti Cyber Threat Infrastructure

Static Dynamic
Code Code
Analysis Analysis

Behavior Mathematical
Analysis Analysis

Analytical Core
Analysis

Mathematical Analysis Engine

Detects anomalies by Statistical
analysis

Detects both internal & external
attacks
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CYBERTINEL - Anti Cyber Threat Infrastructure

Static Dynamic
Code Code
Analysis Analysis

Behavior Mathematical
Analysis Analysis

. . . Analytical Core
Analytical Core Analysis Engine Analysis

Gets the “big picture” from a single POV —

Correlates collected information to scope the entire attack
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Differentiators - Technology & Architecture

Uncovers APTs and zero-day attacks
Real time detection

Multi-layer data collection
Automatic analysis and remediation
Fully detailed forensics reporting

Event correlation engine — “The Big Picture”
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Dashboards



CYBERTINEL Dashboards

,@ CY3=3TIN=L

E v | ogou  £% _ O X
HOME SECURITY DISTRIBUTION

r T ] 10:14:23 AM (GMT+2)
We | CO e Wed. Jun. 06, 2013

Registered Computers Agent Coverage
7,021 computers Ver. 1.5.0.2

48%  latest version At least one

i 81% unwanted
application
17%

Infected

Unwanted Software ;
5,654 computers Settings Help

Suspected

Y Clean
52% Older versions Y Clea

Security dashboard Registered computers Registered computers

Most Recent Suspected File Connected Devices Collected files 7,021,468 New distribution
skypo.exe

Mobile phones 124 Registered computers 7,021 Static report H
High (95%) confidence level

Mass storage 188

Trojan threat type (se ) Binded domains . Dynamic report =
First d s ago Web cameras 38 )

Seen on 4 computers

Rulesets 15

File details Registered computers

ACTipus v. 1.0.0.0 Registered computers 7,021 Collected files 7,021,468

. Security - Distribution
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CYBERTINEL Dashboards

@ cvasaTN=L EX ccrisor | boout $% _ O X

SECURITY DISTRIBUTION

3 AM (GMT+2)

®© Security Dashboard s e

Infected 1,000 Infected 10,00 Today Wed. Jun. 06, 2013

10:00 AM Antiv scan (ongoing)
Suspected Suspected

analysis
Quarantined Dy de sis (ongoing)
Behavioral analysis / sandboxing

embly

Clean 09:40 AM DLL files parsing

Autorun files parsing

WhitelistedTrebUChet MS

Agent traps data parsing

09:10 AM Antivirus scan data parsing
Static code analysis data parsing
mic code an s data parsing
Reassembly output parsing
¥ |
Clean Now Yesterday Last week

Registered computers 7,021 Collected files 7,021,468 ACTipus server activities Earlier activities

ACTipus v. 1.0.0.0 Registered computers 7,021 Collected files 7,021,468 . Security . Distribution
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CYBERTINEL Dashboards

@ cvs==TnEL EXS  ocviseor | oot £F _ O X

HOME SECURITY DISTRIBUTION

@© Distribution =

Last Distribution Summary

Agent latest version 1.5.0.2

Today, Wed. Jun 06, 2013
09:30 AM (less than an hour ago)

Ruleset Get All Files [ 100 ]
Clean

Distribution size
Suspected - 4,500 computers
Infected

Distribution status
Completed with failures

Bandwidth Poor 3,297 successful deployments

1,188 deployments failed

: 15 computers not responding

CPU 2 Average

Memory

U . e

20 Latest agent version coverage 47%
3,297 / 7,021 registered computers
3,724 computers with older versions

Registered computers Last distribution computers

ACTipus v. 1.0.0.0 Registered computers 7,021 Collected files 7,021,468 - Security . Distribution
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CYBERTINEL Dashboards

@ CY3=aTIN=L EE covcetor | oot $% _ O X

HOME SECURITY DISTRIBUTION

© 7,021,468 Collected Files

Filter 2l Select v Recently analyzed first v oo (RN 1505 Reload

File Skypo.exe (s 1263301949208 7011613 File tcpipreg.sys

File Name and Hash
(SHAT)

) Open !ull ireport : ,'W?,Stig,,,atf ] A Open full report

Clear filters RN Clear selections (1) Ignore (1)  Quarantine(1)  Clean (1)

ACTipus v. 1.0.00 Registered computers 7,021 Collected files 7,021,468 . Secunty . Distnbution %
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CYBERTINEL Dashboards

@ CY3=TIN=L Search administrator | log out

F I | e R e p O rt File Skypo.exe 7,021,468 collected files 1Si\1j:2il31lf\m(?mt+2)

Skypo.exe |[ SHA-1 939bd888607dee57¢12b33 7a1163e92 Security score 8.9/10

Today, Wed. Jun 06, 2013 at 09:15 AM Collection Today, Wed. Jun 06, 2013 at 09:13 AM

~
-

omments

Size 473,584 Kb 4 Minutes ago

Type Win32 EXE Today, Wed. Jun 06, 2013 at 09:13 administrator

. There are more infected files created on the
MIME type application/octet-stream ere are ¢ eate

same computer (196.156.123.45) !!!

ﬁt‘ll‘[:\lh'l borisr-LAP

Security status Suspectec IP addresses Chir User borisr administrator

Threat ja re 1. S00resses b Domain lab There are more infected files created on the

= Email addresses ( Organizational unit lab\Laptops same computer (196.156.123.45) !!!
Severnty
External PE objects Operating system Windows Vista™ Enterprise

Confidence 8 high ;
External text object Ceylogger \ Computer log J

AV Detection - t There are more infected files created on the
External drivers T LAP same computer (196.156.123.45) !!!

administrator

Spread
f String packer signatures

Tomis-LAP administrator

Binary packer signature
- v

m 7 S 0n There are more infected files created on the
] Compiler signature Neolite v2.00 ( Boris-LAP: c:\users\borisr\print hood\ ) same computer (196.156,123.45) !

(changed) llanm-LAP: c\temp\

Driver check Negative Ty amp (compile: X 13 (two days ago & Tomis-LAP: c:\users\tomis\

administrator

There are more infected files created on the

Executable check Positive 7 ~=

DLL check (fake) ( C:\Users\kobi.EXPLOITEAM\AppData\
Lchec Negative Roaming\Microsoft\Windows\Start Menu\
Programs\Startup\ .Ink

\

same computer (196.156.123.45) !!!

administrator

There are more infected files created on the
Qu computer (196.156.123.45) !!! /

ACTipus v. 1.0.0.0 Registered computers 7,021 Collected files 7,021,468 . Security . Distribution \|:|—
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CYBERTINEL Dashboards

oﬁ CY3=]TIN=L administrator | log out

10:14:23 AM (GMT+2)

7,021,468 collected files Wed. Jun. 06, 2013

FI | = R e pO FT  Fite Skyposexe

Skypo.exe [ SHA

Today, Wed. Jun 06, 2013 at 09:15 AM

DLL check Negative

Name-Similarity check

507dee57¢12b33a194c92a87a1163e92 | Security score 8.9 /10

Today, Wed. Jun 06, 2013 at 09:13 AM

rp Inc. (fake)

C:\Users\kobi.EXPLOITEAM\AppData\
Roaming\Microsoft\Windows\Start Menu\
Programs\Startup\ .Ink

Virtual Address
4096
143360

Virtual Size (Kb)
139.264
199,229.440

Raw Size (Kb) Entropy
0

0

~

ID (SHA-1)
€121a89%e5cd409¢3886ef47af6b3b17ef79af61
9c0dc7642b0efd3e067d04b939f30013993bff

199372800

311.296

0

8bf1819659b79d1012129437f7d9cf7d95559 |

199684096
rSre 199688192

idata

4.096
98.304

0
98.100

0123456789012345678901234567890123mjyt
52e04d5c¢27622d027¢39632c1291f9a4279¢07

199786496

81.920

0

ff2dct53cbf77aeb33ff8e3d4e1671e2875cc225 |

199868416
200241152

372.736
4.096

368.874

ee062d364e159e3fd4caf0051c35ee57ce6950

cdc7a4d3fa10b12ad2b8827d17890953739fa1

» kernel32.dll
wuser32.dll
\_ MessageBoxA

ACTipus v. 1.0.0.0

Registered computers 7,021

Collected files

7,021,468

Comments

administrator

There are more infected files created on the
same computer (196.156.123.45) !

administrator

There are more infected files created on the
same computer (196.156.123.45) !!!

administrator

There are more infected files created on the

same computer (196.156.123 .45) !!!

administrator

There are more infected files created on the
same computer (196.156.123.45) !!!

administrator

There are more infected files created on the
same computer (196.156.123.45) !!!

administrator

There are more infected files created on the

same computer (196.156.123.45) !!!
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CYBERTINEL Dashboards

oﬁ CY3=3TIN=L administrator | log out

File Report fleSkypoexe 7,021,468 collected files 101423 AM (SMT2

Skypo.exe [ SHA-1939bd888607dee57c12b33: )2a87a1163e92 Security score 8.9 /10

Today, Wed. Jun 06, 2013 at 09:15 AM ( ction Today, Wed. Jun 06, 2013 at 09:13 AM

http://oscp.thawte.con (part of fake certification) )

http://crl. thawte.com/Thawte TimestampingCA cr{(part of fake certif administrator

There are more infected files created on the

same computer (196,156.123.45)

administrator

There are more infected files created on the

/ Mutex XCVXV l Domains - l\ same computer (196.156.123.45)
Injection proquota.ex A0¢ »d files ( Rl addresse ( Y
| D] [ Modified files URL addresses 0 administrator

[ Autorun value startup\.Ink l IP addresse

There are more infected files created «

same computer (196.156.123.45) !!

administrator

. " gozon o e There are more infected files created on the
ettings\Temp\_tmp_rar_sfx_access_check_ 78592140 (part of self extracted archive) 2 put 106.156,123 45) I
Same computer ( 0. 0. 125.45) !

administrator

There are more infected files created on the

same computer (196.156.123.45) I!!

administrator

There are more infected files created «

same computer (196.156.123.45) !!!
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CYBERTINEL Dashboards

oﬁ CY3=TIN=L Search administrator | log out

F I | e R e p O rt File Skypo.exe 7,021,468 collected files 13‘:1722.?,../*.“1(3'7172’

Skypo.exe [SHA-1939bd888607dee57c12b33a194c92a87a116392 Security score 8.9 /10

Analysi Today, Wed. Jun 06, 2013 at 09:15 AM llection Today, Wed. Jun 06, 2013 at 09:13 AM

veb.com (shows only positive tests) Comments

\
Backu

Filter Driver |

\window

Dynamic Caesar shifting administrator

+16 (+1 for char location in string)

There are more infected files created on the

same computer (196.156.123.45) !!!

China Filter Driver administrator

Jiangsu i
) There are more infected files created on the

China Telecom = same computer (196.156.123.45) !!!

administrator

Port 80 (
- Symmetric key There are more infected files created on the
1 j37cdnchc9d898sknsdh928js8ss88jsbdmel ] (first seen one days ago) Hostname + mac address same computer (196.156.123.45) !!!
guy-PC | windows XP | workstations | Shifted + 16

administrator

None &
There are more infected files created on the

Listed in above 10 IPBL databases same computer (196.156.123.45) !

None -
Spear Phishing administrator

Idf un@agmail.cor

There are more infected files created on the

Administrative Contact
Chinanet Hostmaster

No.31 jingrong street,beijing 100032 AORE .
Telephone: 861058501724 g administrator
Fax: 861058501724 :

Email: gnti-spam@ns chinanet.cnnet i insoonad There are more infected files created on the
same computer (196.156.123.45) !

boris@exploiteam.com

same computer (196.156.123.45) !!!
lanm@exploiteam com
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CYBERTINEL Dashboards

% CY3="TIN=L Search administrator | log out

@ F | | e R e p O rt File Skypo.exe 7,021,468 collected files ST (O »2)

Skypo.exe [SHA-1939bd888607dee57¢12b33a194c92a87a1163e92 ] Security score 8.9 /10

Today, Wed. Jun 06, 2013 at 09:15 AM Collect Today, Wed. Jun 06, 2013 at 09:13 AM

Same compiler Computers administrator

residence i
(4) Similar code @) There are more infected files

(33) same computer (196.156.123 4

Same IP

Segment

(2) There are more infected f
Skypo.exe same computer (196.1°

administrator

administrator
Similar PE

i
se;:zlso)ns Similar PE

family resources
(7) @ administrator

Same malware

Same

Insertion There are more infected files created on the
Vector same computer (196.156.12

(20) "
administrator
K n There are more infected files created «
Same Injection
Same Packer Behavior
(11) ®3) administrator

same computer (196.156.123.4
F

There are more infected files created o

same computer (196.156.123.45) !
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The Operation HARKONNEN Discovery
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Thank you

You are now protected



