
 

CERT-RO 

CENTRUL NAȚIONAL DE RĂSPUNS LA 
INCIDENTE DE SECURITATE CIBERNETICĂ 
 

ROMANIAN NATIONAL COMPUTER SECURITY 
INCIDENT RESPONSE TEAM 

 

WHITE PAPER 

on cooperation between the state, the private sector and 

the academic/educational environment in the field of 

cyber security 

In the context of intensifying the dynamics and complexity of cyber threats, 

increasing volume, sophistication and impact of cyber-attacks, education is of 

particular importance. Technological development has revolutionized the way 

we relate to reality, affecting each sector of activity, offering both opportunities 

and challenges. Education has a central role in the current environment, being 

necessary to know how to capitalize on the opportunities offered by the new 

technologies in order to ensure the human resources necessary to meet the 

emerging challenges. 

Following the development of the digital domain, it is need to foster a continuous 

cooperation between the state, the private sector and the academic/educational 

environment in the field of cyber security. Cooperation must be based on ensuring 

an optimal level of preparedness to meet both the technological and geopolitical 

challenges, as well as the major problems we face: identification, adequate 

training, motivation and preservation of human resources in the field of cyber 

security. 

In this context, the 9th edition of the Annual International Conference on 

"New Global Challenges in Cyber Security - #CERTCON9" was built around 

the need for discussions on education and awareness in the field of cyber security. 

The CERTCON9 product is the present White Paper which is intended as a starting 

point for a future national cooperation strategy between the three mentioned 

environments (state, private, academic/educational) and which will be human 

resource focused. 

 

1. The need for state-private-academic/educational cooperation in the field 

of cyber security  

The need for cooperation between the state, the private sector and the 

academic/educational environment is a consistent and stringent part of the 

preparation of future generations focusing on the emerging cyber security 

challenges. In this approach, the real assets that Romania has are to be used, and 

the main actors, respectively state-private-academic/educational, must 

complement each other in order to satisfy the need to develop a well-prepared 

human resource. Regardless of age, the need to prepare the population increases 

with the development and complexity of digital technologies, as well as with the 

sophistication, frequency and impact of cyber threats. 
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2. Directions for the development of state-private-academic/educational 

cooperation in the field of cyber security 

Public institutions and agencies that have state-of-the-art expertise in the field of 

cyber security need to be much more involved in the process of training the human 

resource in both schools and universities. 

Public-private cooperation is becoming more and more important in this dynamic, 

being an essential element in ensuring a stable and secure cyber ecosystem. These 

models of cooperation generate a rapid flow of information exchange between the 

parties involved. The most valuable product of the cooperation is the 

strengthening of confidence in the conduct of cyber security activities and 

the exchange of malicious software programs. 

In order to prepare ourselves, we must consider the emerging challenges and 

establish an adequate curriculum, with a vision for the future. The training program 

should focus on three key elements: awareness, education and services 

offered. Furthermore, we should involve high-level practitioners in teaching. 

Other means by which we can meet the need for human resources prepared in this 

field is to raise awareness, research-development and stimulation of Start-

Up projects within the technical hubs of the main university centers. The 

training of the human resource must aim at consolidating and maintaining a robust 

workforce. 

Research programs should be designed that have clear and measurable objectives. 

In order to ensure the efficiency of their results it is important to carry out 

evaluations of these programs. 

 

3. Attributions/tasks/actions to be taken and responsible actors  

Resources should only be allocated to programs with real and measurable results. 

Programs that do not reach the set minimum goals should be discontinued. In 

addition, we must design strategies for short periods, not longer than 3 years, 

to always ensure that we deliver calibrated training to current requirements. It is 

necessary to carry out prevention and awareness activities in schools and 

universities at different levels, depending on the preparation of the students. 

The involvement of many actors in the construction of a cyber security education 

system is impetuous. It is also necessary to invest in technology and education. 

 


