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The present report is the result of the
analysis of the information collected
and processed by CERTRO in 2017

Compared to the last C Erpport,
CERTROresearchersadded an analysis
on global trends and global threat
evolution.

This report was developed using several
internal sources analysisof the notifications
received at alerts@certro, alerts collected
and processed automatically (feeds),
information and reports received from
partners, public reports of global cyber
securitycompanies It addressesmanagers
and experts in cyber security from public
and private organizationdrom Romaniaput
also policy makers, researchers,NGO and
citizens

Thereport presentsa | E eyg view of the
threats and vulnerabilitiesfrom the national
cyberspaceand recommendationsfor the
consolidation of prevention and reaction
capacities The information can be used to
define public policy initiatives,
organizationaproceduresor to increasethe
overallprotection of individuals



O 1 Context

= The evolution of the threat landscape and
policies in the field of cyber security



2017 was very dynamic concerning cyber
threat evolution, considering both attacks
with a high impact on essentialservicesand
attacksresultingin major data breaches. On
top of this, a series of accusationswere
formulated regarded the usage of online
environment to influence democratic
processes from several national states,
focusingon electioncampaigns

The threats, vulnerabilities and risks from
cyberspacehave been more mediatizedthan
ever, as attacksmultiplied and becamemore
sophisticated In the sametime, the number
of devices connected to the internet is
growing exponentiallyfrom around 23 billion
in 2018to 75 billion in 2025 while electronics
producers are launching daily new loT
products

Giventhe context, the cyber security product
market is growing exponentially as well,
sustainedby increasedlevels of cybercrime
anddataloss Themarketis projectedto grow
by two-digitsYoYfor the nextyears.
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Therefore, states and international
organisationshave intensified their efforts
to regulate and develop prevention and
mitigation capabilities

TheEuropeandirective concerningmeasures
for a high common level of security of
network and information systemsacrossthe
Union and the General Data Protection
Regulation whichwill start producingeffects
this year, will determine organizations
affected by the two to adopt precise
measurestechnicaland governancerelated,
to increasethe level of cybersecurityand to
protectuserpersonaldata.

03/27/2018



The NIS Directive stipulates minimum
security measures and major incident
notifications for essential service
operators from 7 industries energy,
transportation, banking, water, financial
market infrastructure, digital
infrastructure and health, while GDPR
applies to all organizationsthat work
with pe dprivate data. Bothregulations
are expected to radically change
company and user culture regarding
personaldataandcybersecurity

Financial

market
infra.

TheEUStrategyon CyberSecurityisin a
revision processand a new legislative
project is at negotiation stage The
package considers consolidation of
ENISA, European Network and
Information Security Agency and the
introduction of pan-European
certification scheme for cyber security
products, having the purpose of
increasingconsumerconfidenceon one
side and the elimination of certification
fragmentation across EU countries on
the other.

Digital
infra.

Drinking
water

09/04/2018
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In 2017 CERIROprocessedcyber security alerts covering2.89 million unique IPs,or
33.71% of the total number of IPsfrom Romania However, this is not the whole
image, as Romaniastill missesa legal framework to define the way information is
collectedregardingnational cyberinfrastructure. Therefore,the data was marginally

collectedfrom information receivedlocally.

Global trends regarding threat
diversification and vulnerabilities have
been mirrored in the Romanian
cyberspaceas well, therefore in 2017
CERTROintroducednew alert types
Most of the processedalerts (83.63%)
involve vulnerablesystems(out of date,
unsecuredor misconfigured),indicating
a relatively low level of cyber security
culture amongRomanianusers 10.32%
involve compromised systems or
systemsinfected with various malware
types(mostoften botnet).

Any of the two systems mentioned
above can be used as proxy or
infrastructure for international attacks,
thus representinga potential threat for
other systems connected to the
internet.
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Therefore, the increase in homeuse
network equipment (routers) and loT
devices(webcamssmart TV,smartphone,
printers) connected to the internet
becomes problematic while becoming a
target for cyber criminals The
vulnerabilitiesof suchdevicesare usually
exploited to compromise the network
they are part of or to launch attack on
other Internettargets

Romaniais both a country generating
cyber security incidents, but also a proxy
country for attacker outside national
cyberspacegiventhe useof vulnerablelT
systemsn Romania

09/04/2018



% Global evolution of

Ch2 cyber threats



Thissectionanalyseshe 5 main types
of cyberthreats encounteredin 2017
malware, ransomware,botnets, DDoS

and phishing Thesethreats can also
be found in E/” [eport® regarding
2017threat landscape

2.1 Malware

Malware remains one of the most
important cyber threat and scoresa
constant upward path regarding
technological complexity and
diversification

Facts and trends

f RAMresident malware (filelesg® t

attackersare gearingtowards malware that

} ev[l8avetraceson memorydisks It is

difficult to investigatethrough classictools

and methodologies The malware operates

just in the RAM memory, its components
becomingveryvolatile.

f Living off the land’” t more and more
attacks use malware resulted through
combining pre-installed software tools in
the target systems PowerShell, PSExec
WNMI, etc. Thus,attacks become harder to
detect becausethose tools are designedto
perform legitimate activities on operating
systems NotPety& campaignin 2017 is a
relevantexample

Page 5
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f Clicklesst Due to increasedefforts to raise awarenesson cyber security threats among
individual users, attacker are starting to use infection mechanismshat } v [ &gard any
action from the user The number of caseswhere infection was possible only through
accessinga web page or through automated spread through the network (Worm
capabilities)is on the rise. The WannaCr§ campaignis a relevant example of clickless
malware

[ Malware targeting MAC OS t Contraryto the general belief that Linux/Unix operating
systemsare not affectedby malware,more and more typesof malwarespecificallydesigned
for MACOSXhavebeentraced Moreover,in 2017the numberhasdoubled?, highlightinga
tendencyfor attackersto target these systems sustainedby the increasedmarket share of
this OS

[ Exploitation of hardware or firmware vulnerabilities t the discoveryof more and more
vulnerabilitiesled to the spread of malware exploiting! them. A recent exampleis the
discoveryof Spectreand Metdown!?, knownas %side Z v v Yovulnerabilities

f Supply chain attacks t Attackers observed that sometimes it is more efficient to
compromiseproduction,supplyor distribution mechanismdor hardwareand software,both
to target certainsystemsor to target asmanyusersand companiesOnesuchexampleis the
insertion of malware in a widely used software tool for massinfection. One of the most
relevant caseslast year was CCleanéf. Other campaignstargeted software update tools
(like M.EDoc"®) or firmware-level® malware(BIOSUEFI)
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Prevention and response measure
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2.2 Ransomware

This type of malware has been
heavily mediatizedthroughout 2017,

when global campaigns were
identified such as WannaCry and
NotPetya

Facts and Trends

f Targeted attacks t more and more
attacks were directed to profitable!®
organisations from industries such as
banking,ransombeingsetat $500.000 0n
average

f Ransomwareasa-service the beginning
of 2017 has seena dramatic increaseof
ransomwareypesof malwaresoldon the
black market Therefore,last year there
was a record number of ransomware
attacks and generated a record loss of
above$1 billion?0.

f Wipeware t two of the most popular
ransomware campaignswere WannaCry
and NotPetya described by a high
destructive potential and fast spread
mechanisms On the other side, it was
proventhat the two were not designedo
decrypt the files after paying ransom,
rather to generate a high disruptive
impact™.

Page| 8

[ Medjack t researchers discovered an

increaseof ransomwareattackson medical
devices This is due to the tendency to
interconnectclassiclT systemswith special
destination ones, OT type (Operational
Technology)Moreover, the health industry
in generalhas becomeone of the favorite
targetsof ransomwareattacks?.

Prevention and response
measures

CERTROrecommends

f Implementing anti-malware
protectionmeasures

f Accesing CERTZK [ publication
A'u] regardingprotection against
E VeJUARE _

f Increased focus on developing
procedures and solutions for
important data, this beingthe most
efficient strategyto limit the effects
of a potential malwareattack

09/04/2018



2.3 Botnhets

Botnet threats still postsseriousproblems,as2017hasbeenarecord consideringDDoS

attacksbandwidth (over 1Tbps) Theseattacksunfolded with 10T botnets.

Prevention and Response

Facts and Trends
Measures

f Migration to loT devices t studiesshowthat
botnets havea tendencyto migratetowards
personal loT devices. These devices are CERTROrecommends
preferred as they are alwaysconnectedto
the internet, have weak security and the
number of devices is increasing globally
Most well-known bots from 2017 are

[ Implementation of  anti-malware
security measures presented in this

Mirai’4, Reapet® and Necurs®, responsible fe{paint
for some of the largest DDoSattacks in : -
history. [ UsingNextGenerationFirewall

f Virtual machinesbecomea target?” t Along f Using security solutions specific to
with the increase of cloudbased virtual different  services email (Email
machines,provided as a serviceby Google, Gateway), web (Web Gateway),
Microsoft or Amazon,attackersincreasingly webserver (WAF t Web Application
targetthe breachof suchmachinesandthen Firewall)etc.

include them in botnet networks Cloud
virtual machinesare attractive for botnets
becausehesetools are alwaysconnectedto
the internet and most of the times share
common vulnerabilities, facilitating mass
infection.

[ Implementing traffic filtering solutions
suchasIP/URL o 1o]*S]vP _

Page 9 09/04/2018



2.4 DA&/DDoS

Denialof Serviceattacksare usedby attackers
to target the availability of IT systemsor for
disruption of a service provided through IT
systems Usually such as attack floods the
targeted systemwith network-level requests
in order to overchargethe system,which in
turn will net be able to respondto legitimate
requests Themaintargetsare websites

Distributed Denial of Serviceattacks are
on the rise. Suchan attack is different
from normal DoSattack becausenetwork
requests come from a large number of

sources, usually part of a botnet
network. Due to the large number of
sourcesinvolved in generatingmalicious
traffic, it is hard and expensive to
counteractthesetypesof attacks

Prevention and response
measures

CERTROrecommends

[ Developmentand implementation of a
security policy that includes detection
andresponseo Do3DDoSattacks

f Usage of security mechanisms and
technologies against DoSDDoS
traffic/request  balancing, Firewall,
usage of AccessControl Lists (ACL),
IPS/IDS WAF, IDMS (Intelligent DDoS
mitigation systems), anti-DDoS cloud
basedservices

Page| 10

Facts and Trends

f DDoS attacks increased in numbers t

Accordingto recent studies, DDoSattacks
are on the rise, 33% of companiesbeing
affected,comparedto just 17%in 2016

Pulse Wave DDoS attacks® t Some
attackers behind DDoSdedicated botnet
networks choose to send the malicious
attack in waves,on short periods of time,
to more than one target rather than a
singleone. Comparedto the end of 2016
when 1Tbp2° and 665 Gbps® attackswere
registered, in 2017 bandwidths were
smaller,but wider in distribution.

DDoSasa-servicecostsare plummeting t
Accordingo recentstudies?, the costsof a
one hour DDoSattack went as low as $4
(four), therefore affordable by a large
numberof individuals

Cryptocurrencyexchangesbecame a hot

target®? t Starting from July 2017 an

upward trend was started regardingDDoS
attackson online servicessuch as Bitcoin
Exchangeand on online storesthat accept
paymentin virtual currencies

Sometimes DDoS attacks conceal other
types of attacks t 53% of the victims of
DDoSattacks from the first half of 2017
declared that those attacks actually
covered other breaches malware
infections, data exfiltration, intrusions or
unauthorisedinancialtransactiongs3.

09/04/2018



2.5 Phishing

Phishingis an attempt of cyber criminalsto
obtain confidential information (access
credentialsto a certain system or service,

credit card data, etc.) by using social
engineering techniques like replicating
credentials of a trusted organization or
person

The most common form of phishingis to
create an almostidentical replicaof a web
page associatedwith a legitimate service
(online banking, social network, webmail
service)and to sende-mail to usersasking
them to log onto fake pagesor to update
personaldata All dataintroducedby users
are collected by attackers and used for
different criminal purposes financial
transactions in the name of the user,
abusivetakeoverof online accounts,even
identity theft.

Facts and Trends

f Targeted attacks (spear phishing) t A few

yearsago most phishingattackswere based
on sendingmasse-mailsto asmanyrecipients
as possible Lately, attacks are becoming
more targeted®, as criminalspersonalizethe
intrusion attempt depending on target
profile, starting with e-mail language and
continuing with details that makes the
messagemore trustworthy for the targets
known subijects, disguisein known persons
from the circleof the target

Phishingdelivering malware t lately phishing
e-mails messagesave added attachment or

linksthat, onceaccessedy users,attempt to

infect systemswith malware®.

Usageof mechanismsthat avoid detection t
In recent yearsefforts to counteractphishing
attackshaveintensified by includingidentified
phishingpageson different blacklists or even
through direct warning message in the
browser. Attackers therefore started to use
more resources for a campaigi® (more
maliciousURLs)Another techniqueusedis to
first compromisethe legitimate websitesand
theninsertphishingpagesnside
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Prevention and Response
Measures

Page asks for
personal
information

Page downloads
malware
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Typical phishing attack flow
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h.3

Evolution of Cyber
Threats in the
Romanian Cyberspace
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3.1 Statistics

33,71% (2,89 mil.) of the total numberof uniquelPsfrom Z}u v] dyberspacevereinvolved
in at least one cyber security alert processedby CERTROIin 2017, lessthan in 2016 when
38,72%(2,92 mil.) were involved

83,63% (115,60 mil.) of the processedalerts accountfor vulnerablelIT systems,meaningnot
updated, not securedor misconfigured therefore being exposedto attacksthat exploit such
vulnerabilities

10,32% (14,33 mil.) of alerts are addressingcompromisedIT systems,infected with different
malware types or exploited and used by criminalsin different attacks and spam campaigns,
mostof them beingregisteredin RealtimeBlackholeLists

5,88% (8,17 mil.) of alerts regardingIT systemsinfected with Botnet t type of malware,
allowingcriminalsto remotely control infected IT systems Comparedto 2016there is a sharp
decrease from 12,81% (14,12 mil.), confirming the global descendenttrend of botnet
phenomenon

1709.ro web domainswere reported by CER'ROasbeingcompromised84%lessthanin 2016
(10639. Thenumberaccountsfor 0.18% of the total registered.ro domainsin Romaniaas of
December2017 (944.14537 and around 0.38% of the total number of active .ro domains
(43836638,

09/04/2018
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83%
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(115.601.095 incidents)




3.2 Mainattacks

Data loss and large scale ransomware
attacks have been the highlights of
2017.

Symantecindicated a 100% increaseof
ransomware infections in 2017,

accountingfor 60% of the total number
of attacksin the first semesterof 2017
(Malwarebytes), whine at the
beginning of 2018 FBI estimates
indicate around 4000 ransomware
attacksper day?.

Twomajor campaignkept newsheadlinesin
2017, includingin RomaniaWannaCry° and
Petyal. The two campaigns infected
hundreds of thousands of systems from
areas such as health, transportation,
manufacturing and public administration
from around150countries

CERTRO published alerts, updates and
recommendationgduring the two campaigns
in order to prevent further spread of the
infection among Romanian users or to
mitigateinfections
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Wannacry

Starting May 12 2017, a large number of organizationsworldwide have been hit by a new
type of ransomware, WannaCry Among victims were giant companies such as FedEXx,
%o ] Vé¢lefonicaor eventhe National Health Servicefrom GreatBritain.

Wannacrywas different that other campaignsbecauseof its ability of lateral movement
through an IT network, due to a vulnerability in the SMBW protocol. The threat spread
through e-mail messageswith malicious links or attachments Attackers used social
engineeringechniqueso determineusersto accessnaliciousresources

Onceaworkstationwasinfected,the malwarestartedto spreadthroughthe network through
SMB protocol, using ports suchas UDPB7, UDPA38 TCPL139 « [TCPA45. Prevalencewas
doneusingthe vulnerabilityCVE201701450f SMB\ protocolfrom Windows

In March 2017 Microsoft publisheda security update to solve this vulnerability, known as
MSL7-010. Someoperatingsystemswere passibleto be infectedif not updated,systemssuch
as Microsift Windows Vista SR, Microsoft Windows Server2008 SR « JR2 SH, Microsoft
Windows 7, Microsoft Windows 8.1, Microsoft Windows RT8.1, Microsoft Windows Server
2012 « R2, Microsoft Windows 10, Microsoft Windows Server2016 Microsoft Windows XP,
MicrosoftWindowsServer2003

No. of inffected public IP addresses

Paged 16 09/04/2018



Accordingto CERTZ K [ghata, the WannaCrycampaignwas followed by multiple
attacks based on the exploitation of the same Windows SMBW vulnerability,

known as Eternal Blue (CVE20170145, but had different postexploitation
behavior Worth mentioningEternalRockéor BlueDoom), UIWIXand Adylkuzz

Severabpecialistsaidthat multiple versionsof Wannacryexist, havingdifferent domains
inserted in the script or without the Kkill switch for malware propagation The cyber
securitycommunityreportedat least2 web domainswith campaigrkill switch

Wrapping up, over 300.000 computers from 150 countries were infected Attackers
received100paymentstotalingaround$26.000.

In Romaniafrom CERTZ K peta, 514 IPswere involved,10 of which belongingto public
institutions. In the absenceof a legalframeworkimposingmandatoryreporting of such
incidents,an exact evaluationof the impact at national level is impossible During the
campaignCERTRoreceivedjust 5 official notificationsfrom Romaniarorganizations
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NotPetya

Starting with July 26, 2017, users and companies worldwide, but especially from

Ukraine, were infected with a new type of ransomware virus called Petya known as
Petrwrap.

Initial infection of the systemswas performedthrough documentsattachedto phishinge-mails
that userswere urgedto open Thevirusalsospreadthroughthe update mechanismof MeDoc
application(verypopularin Ukraine) Theinformation asconfirmedthrough < «%. EbloGds

well.

Aswas the casewith WannaCry once one workstation was infected, the virus used several
techniquesfor lateral movementinside the network where initial infection took place,using

the following identification techniquesof target systems

f ldentificationof network hardwareof the infectedsystem
[ Readinghe namesof other systemdrom NetBIOS

[ Readingnformationlinkedto DHCRleasetime)
f All systemsidentified by the virus in nearby networks are scannedthrough TCP445 and

TCP139 (usedby SMBprotocol) and if the ports were open it attempted to exploiedthe
previouslymentionedvulnerabilities
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A Review of the Allerts
n. Processed by CERIO



In 2017, CERIRoacquiredand processed
138.217.026 cyber security alerts, 25%

more than during 2016(110.194.890), of
which:

f 138215593 feeds automaticallycollected
andprocessed

f 1.433 alerts processedmanually,received
viae-mailticketing

A cyber security alert, in the context of the
present report, is a notice containing an IP
addressor a web domain (URL)regardinga
potential incidentor securityeventthat might
involve IT systemsadministeredby private or
corporate entities or individuals from the
Romaniarcyberspace

The number of cyber security alerts is 25%
higher than compared to 2016 a growth
tendencyin line with last3 years

The alerts targeted 2.896.269 unique IP
addressesand 1709 .ro web domains The
number of unique IPsallocatedto Romanian
organizationsis 8.590.378, an increasefrom

201§7.540.736), situated around 2015 levels
(8.958498%), but under 2014 (aprox 10
million)and2013(aprox 13.56 million) levels
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Distribution of alerts on
classes and incident type

Alerts processed by CERTRO were
classified based on a taxonomy where
classesand incident types were defined
An incident class represents a generic
category that can accommodate more
specific types of incidents) Taxonomy
description is annexed to the present
report.

The5 incidentclassesdependingon alert
frequency are:

f Vulnerablesystems

f Compromisedystems
f Botnet

f Malware

f Attack

The table below coversall types of alerts
collected by CERROIn 2017. Compared
to 2016 CERTROprocessed? new types
of alerts BlacklistedP, TrackbabaclSPAM,
Open SMB, Open VNC, Open MSSQL,
OpenMemcachedOpenLDAP

09/04/2018



4.1 Alert distribution by class and type

Vulnerable System
Vulnerable System

Compromised System

Vulnerable System
Vulnerable System
I Vuinerable System
Vulnerable System
IR Botnet

IR Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Vulnerable System
Malware
Vulnerable System

Compromised System

Vulnerable System
Vulnerable System
Vulnerable System
FastFlux

Attack

Vulnerable System
Vulnerable System
Vulnerable System
Attack

Vulnerable System
Vulnerable System
Botnet

Phishing
Vulnerable System
Spa

Malware
P Attack

R Attack

Open Telnet

Open CWMP
Blacklisted IP

DNS Open Resolver
Vulnerable NTP
SSL POODLE
Open SSDP

Botnet Drone

Open Portmapper
Open TFTP

Open RDP

Open SNMP

Open Netbios
Vulnerable ISAKMP
Open SMB

Open IPMI

Open VNC

Open mMDNS

Open MSSQL
Vulnerable NAPMP
Open Memcached
Open LDAP
Malicious URL

SSL FREAK
Compromised Webserver
Open MongoDB
Open Chargen
Open QOTD
FastFlux IP
Bruteforce

Open Elasticsearch
Unsecured Proxy
Vulnerable Netcore/Netis
Trackback SPAM
Open XDMCP
Open Redis

Botnet C2 Server
Phishing URL
Open DB2

Spam URL
Malware Infection
Scan

DDoS

22.746.467
17.245.057
14.297.113
13.877.359
13.679.953
10.515.032
10.041.893

8.169.009
7.460.953
7.105.127
3.799.358
2.118.977
1.637.249
1.340.317
711.579
663.362
606.589
548.395
530.279
414.407
272.752
119.536
69.864
39.262
34.651
34.304
30.482
21.296
19.327
13.838
12.010
11.675
6.739
6.373
4.882
4.859
3.265
1.184
945
933
341
23

Incident class Incident type No. of alerts

16,45707%
12,47680%
10,34396%
10,04027%

9,89744%
7,60762%
7,26531%
5,91028%
5,39800%
5,14056%
2,74884%
1,53308%
1,18455%
0,96972%
0,51483%
0,47994%
0,43887%
0,39676%
0,38366%
0,29982%
0,19734%
0,08648%
0,05055%
0,02841%
0,02507%
0,02482%
0,02205%
0,01541%
0,01398%
0,01001%
0,00869%
0,00845%
0,00488%
0,00461%
0,00353%
0,00352%
0,00236%
0,00086%
0,00068%
0,00068%
0,00025%
0,00002%
0,00001%



4.2 Types of incident notifications

received by CERRO

Besidealerts processedautomatically, CERIROanalystshavereceiveda seriesof notificationsfor cyber
security incidents reported by individuals or organizations from Romania or abroad Although
considerablylessin numbersthan automatedalerts, information about incidentsare more relevantand
complete,giventhe cleardetailsabout the incident,the organizationinvolved,attack sourceand attack
method. In mostof the casedatais collectedby analystsfrom affectedpartiesat the time the incidentis

reported.

CERROcollected1433incidentnotificationsasfollows

3.3.3.Types of malware characteristic to Romanian

cyberspace

Phishing PhishingJRL
Malware MalwareInfection
Malware MaliciousURL
- Compromisedystem Compromised
4

Webserver
Botnet BotnetDrone
“ Attack Scan
Attack Bruteforce
BER Attack DDoS
n Botnet BotnetC2 Server
Spam SpamURL

341
239

97

31
23
13
10
4
2

No. of
Incident Class Incident Type Percentage
notlflcatlons

46,96%

23,80%
16,68%
6,77%

2,16%
1,61%
0,91%
0,70%
0,28%
0,14%

A total of 5.77 million alerts (4.16% of the total) from 2017 haveinformation regardingmalwaretype
associatedvith the alert (asbotnet alertsor maliciousURLS)

Downadup
Mirai

Sality
Nivdort
Ramnit
Avalanche
Dorkbot
GhostPush

\‘

Q
>
>
Q
@)
=
<
©
—
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917.580
886.722
792.761
290.420
220.683
183.568
146.875
82.584

Malware tye No. of alerts

1.465.355

25,36%
15,88%
15,35%
13,72%
5,03%
3,82%
3,18%
2,54%
1,43%
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4.3 Types of affected networks

Around 15% of the total number of alerts collected by GRRTin 2017 have information regarding the
operating system of théargeted IT system.

Linux 41,02%
Unix 30,13%
NetworkDevices=irmware/OS 20,65%
UPNPL1.0 7,76%
Windows 0,44%
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The taxonomy used by CERD to
classify alerts and incidents

I T

Abuswe
Content

Unsolicited electronic communication
Spam

IT systems used to control victims (drones, zombies) from a
Botnet C&C Server bPotnet network

Botnet Infected IT systems network controlled by other

Botnet Drone individuals/organizations than the network owner

Automated password break method, used to find out legitimi

user credentials from an IT system. Through automated

mechanisms, a high number of password combinations is

generated and tested until real credentials are acquired
Bruteforce

A form of Spam based on a automated distribution of a
Cyber Attacks message t@ domairwhenthis domainis referenced on a

external website/blog (it is usually a comment)
Trackback SPAM

Distributed Denial of Service attacks has the scope of affect
or interrupting Internet services (websites, servesi)

DDoS

A form of onlineextorsionby using social engineering

techniques to manipulate the identity of

individuals/organizations having the scope of obtaining mate
Phishing advantages or confidential information

IP addresses registered in the blocked resource Rglfime
Blackhold.istst RBL), often due to having been identified as a

Compromised source for attacks, malware infections or spam distribution

System Blacklisted IP
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Information Scanner
Gathering
Infected IP
Ransomware
Malware
Malicious URL

Open Protocols and
Services:

Portmapper, NTP, SSDP,
TFTP, CWMP, SNMP,
NetBIOS, Telnet, RDP,
WOIREIEINESY IPMI, MsSqal, NAPMP,
mDNS, ISAKMP, Mongod
Redis, Chargen, QOTD,
Elasticsearch, Xdmcp, DB
Open SMB, Open VNC,
Open MSSQL, Open
Memcached, Open LDAP
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Systems that scan whole IP classes from the internet to
identify vulnerable systems upon which cyberattacks can
launched. Scanning phase is usually the first step in a cyl
attack

IT systems or services that have the role of infection vect
to other IT systems. Basically systems/services host, witl
without the will of the administrator, various malware
samples that can infect legitimate users.

Ransomware is a software that blocks access to files stor
on an IT system, demanding payment for access

Compromised websites, usually without administrator will
that host various types of malware and facilitating infectio
of legitimate users that visit the URL

Protocols or services that run on various misconfigured I1
systems or systems or servers with aiftdate software and
known security issues, usually servers.

09/04/2018



Alrtclass__| At iype

POODLE attack is defined by the switch to older protocols s

as SSL 3.0 when attempting to connect through secure
SSL POODLE connection ails. An attacker that can trigger a connection er

can then force usage of SSL3 protocol and vulnerability

exploitation of that protocol.

A new SSL/TEEREAK vulnerability, an acronym for Factoring

FREAK RSA Export Keys. This vulnerability allows attacker to interc

Vulnerabilities HTTPS connections between vulnerable clients and webser
(}E& JvP SZ u S} pPE A %o FEES%oS}P E %0 Z C X

Compromised websites, usually without administrator will, tf
Malicious URL host various types of malware, facilitating legitimate user
infection while visiting those links.

Note: The tables above contain cyber security alerts that are frequently reported to CERTRQ
Althoughthe number of cyberthreatsis more varied, not all of them are found in the alertsand
notificationsprocessedy CERTRQ
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